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For organizations, answering the question of “who has access to what” 
applications and data the organization maintains is of paramount 
importance. Especially for highly-regulated companies such as 
Orrstown Bank, being able to answer this question at any moment not 
only aids with compliance efforts, but also mitigates risk across the 
entire business.

Orrstown Bank understands the threats that it faces as a financial 
institution, but with its hundreds of applications – many of which that 
are critical to the bank’s operations – finding the right solution that 
could work with them posed a challenge. While protection of data and 
integrity of transactions is the bank’s top concern, they also needed 
a solution that could quickly be deployed, was easy to use for its 400 
business users in 28 locations, and had a quick time to value. SailPoint 
had just the solution: IdentityNow.

Start with the Most Complex
Leveraging SailPoint’s expertise, Orrstown Bank began their IAM 
endeavor with the highest-risk and most complex areas of their 
technology stack. In under 2 months, they had deployed IdentityNow 
to automate access certifications, password management, and single 
sign-on for most of their primary applications and have since expanded 
the platform to include well over 100 applications.

By focusing on the areas with the most entitlements, those with 
entitlements that changed the most frequently, and with the highest 
numbers of users, Orrstown Bank was able to secure the most sensitive 
information while simultaneously determining the most efficient and 
effective procedures and processes. Now, connecting to and becoming 
secured through IdentityNow is automatically included in the process 
of any application that they deploy. This change from previously being 
a discretionary process has helped to further secure access to the 
organization’s sensitive information and mitigate the risk of a data breach.

The Impact of and Moving Forward with IdentityNow
By deploying SailPoint, Orrstown Bank expects to reduce calls to their 
helpdesk; the challenge is getting employees to consistently use the 
system. Those that have provided (and regularly do provide) feedback 

OVERVIEW
Orrstown Bank started as a local bank in 
1919 in Orrstown, PA. It has since grown 
to 28 locations and in 2009 – in its 90th 
year of business – it became a publicly 
traded company. As an organization 
with nearly $1.3 billion in assets, 
Orrstown Bank understands the need 
for compliance while also securing their 
business on a day-to-day basis.

CHALLENGE
Banking is built upon the transactions 
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needed a solution that could be quickly 
deployed while also protecting the 
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certifications, password management, 
and single sign-on.
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hours per year.
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SailPoint, the undisputed leader in identity governance, brings the Power of Identity 
to enterprise customers around the world. SailPoint’s open identity platform gives 
enterprises the power to enter new markets, scale their workforces, embrace 
new technologies, innovate faster and compete on a global basis – securely 
and confidently. The company pioneered the identity governance market, and 
provides an integrated set of cloud-based services, including compliance controls, 
provisioning, password management, single sign-on and data access governance, 
all built on the belief that identity is a business enabler. SailPoint’s customers are 
among the world’s largest companies in virtually every industry, including: 8 of the 
top banks, 4 of the top 5 healthcare providers, 6 of the top 7 property and casualty 
insurance providers, and 5 of the top pharmaceutical companies.
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have said that it “has greatly simplified their life and they don’t know 
how they lived without it.” Orrstown has also reduced the time it takes to 
certify access by 2,000 hours a year. Perhaps most importantly, they can 
now answer the question “who has access to what” at any point. This has 
eased the creation of role models, which has made it easier to terminate 
access when employees leave the organization. This further streamlines 
the processes associated with audits and compliance.

Orrstown Bank is continuing to expand its deployment with IdentityNow 
and solve its biggest challenge: employee education. But with SailPoint’s 
support and IdentityNow to continue saving both time and money for 
the business, Orrstown Bank is now more secure than ever before.

Featured SailPoint Capabilities
FEATURE FUNCTION

SAML-Based 
Single Sign-On

One-click, standards-based access to all on-premises 
and cloud-based applications.

Self-Service 
Password Reset

Empower end users to change passwords and unlock 
accounts from any device, on any network.

Manager-Level Access 
Certifications 

Enable the organization to distribute certification 
decisions to business users by simplifying the 
presentation of complex IT access data.

Closed-Loop 
Remediation 

Ensure continuous compliance by sending automatic 
revocation requests to an automated or manual user 
provisioning system and validating that changes 
occurred.

Provisioning 
Roles

Enable automated provisioning of new user accounts 
during the onboarding process and removes access 
when a user leaves the organization.

ANDREW K. LINN
SVP, Chief Information  

Security Officer, Orrstown Bank
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Orrstown is growing 
quickly and as such 

we expect the already 
complex nature of IAM to 
become more complex. 
SailPoint’s IdentityNow 

gives us a scalable 
solution that provides 

robust controls to  
manage user access.
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Get to Know SDG
SDG is a global cybersecurity, identity governance, risk consulting and 
advisory firm that advises and partners with clients to address their complex 
security, compliance and technology needs and delivers on strategy, 
transformation and long-term management of their cybersecurity and 
IAM programs.
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With more than 30 years of experience partnering with global enterprises 
on complex business and IT initiatives, SDG is a trusted provider of 
advisory, transformation, and managed services. The firm empowers 
organizations to strengthen cyber resilience by integrating AI into identity, 
threat, and risk management solutions that protect digital assets and 
deliver measurable business value. Learn more at www.sdgc.com.

Contact Us: solutions@sdgc.com




