






4SDG’s Healthcare Identity Hub: Managing Multiple Personas  
with Diverse Roles from Various Data Sources

Architecture

In the event that an IGA system needs to consume data from a new authoritative source  
(for example, a new HRMS system resulting from a merger/acquisition), Identity Hub 
abstracts the complexity of assimilating data. New authoritative sources can be integrated 
seamlessly without having to make any major changes to the IGA system, as IGA will still 
consume the same view of authoritative data.

Identity Hub is product agnostic. If an organization decides to migrate to a new IGA system,  
it can use the same authoritative source without having to port legacy business rules.

Externalizing the aggregation of authoritative data from the IGA system simplifies the 
process of assimilating new identity attributes and implementing new business processes.

SDG’S APPROACH
 
Determining if an Identity Hub would be a benefit to your IGA program is the first place to start. 
SDG would assess the authoritative sources and the identity profiles from each to determine the 
variations.  We would then look for identities where there is no authoritative source, yet they still 
require access.

Once it has been determined that an Identity Hub would benefit the IGA program, SDG follows  
a delivery value chain of four stages.  This outlines specific use cases where these practices would 
be beneficial:

Returning Identities or Multiple Personas: 

Situations where users return with prior accounts or require different personas should  
be carefully managed to avoid creating duplicate accounts.

Terminations or Role Changes (Movers): 

When an account is required for multiple locations or spans multiple domains, we need  
to ensure that removing one persona does not unintentionally revoke all access.

Lack of an Authoritative Source: 

In cases where no authoritative source exists, a portal or mechanism to add identities  
is necessary.

Correlation Across Systems: 

If identities cannot be correlated across multiple systems, implementing a globally unique 
identifier (GUID) is essential to link them effectively.

Contractors Without Defined Roles: 

For contractors who lack specific job roles or titles, additional attributes must be assigned  
to guide appropriate access permissions.



CONCLUSION

Healthcare organizations face significant challenges in managing access for diverse user groups 
originating from multiple information sources, accessing critical systems across various locations. 
Issues like duplicate account creation or unintentionally removing access from all locations 
when it’s needed only in one remain persistent problems. SDG, a trusted provider of Identity 
Governance and Administration (IGA) solutions with extensive healthcare expertise, offers tailored 
guidance through the assessment, design, and implementation of an Identity Hub solution. This 
approach helps streamline identity management and resolves complexities introduced by multiple 
authoritative sources.
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Validate: 

After the operating model is defined, SDG finalizes user stories, design details  
are drafted, and plans for construction and deployment are laid out.  At this point  
a technology is chosen.

Construct: 

Implementation of the chosen technology is conducted in this stage. SDG adheres  
to a disciplined DevOps process. Playbooks are written, staff is trained, systems are tested,  
and end users are made aware of the changes to come. Construction is agile, and priority 
follows a line that delivers the target business value quickly and repeatedly.

Deployment: 

As components of the migration program progresses, user acceptance testing (UAT)  
is conducted, migration plans are exercised, and organizational change management tasks  
are invoked. Having predefined metrics that align with the organization’s business objectives 
for measuring success, those metrics are now tracked to ensure the value  
is being realized.

ABOUT SDG

SDG is a leading provider of advisory, transformation, and managed services that enable 
organizations to confidently execute identity, threat, and risk management solutions to identify 
and mitigate risk, protect assets, and grow securely. 


