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Claude Mythos: The Real Shift 
AI is not creating new security problems. It is removing the friction that hid  
the ones we already had.

[Executive Brief]

EXECUTIVE SUMMARY
Claude Mythos Preview is a genuine capability shift, 
autonomously finding thousands of zero-days in every 
major OS and browser in a matter of weeks. And 
Mythos will not be alone. Similar capabilities will quickly 
reach commodity scale.

AI has squeezed disclosure-to-exploit from weeks to 
hours, and foothold-to-compromise from days to hours. 
This time compression exposes operational weaknesses 
that most enterprises have tolerated for years. 

Five disciplines matter most right now: identity, 
operational velocity, blast radius, defender velocity, 
and governance. None of them are new. All of them 
are overdue. Tools alone will not close that gap. Intent, 
execution, and real controls on the ground will.

Identity sits at the center of the response and remains the first line of defense. Identity is still 
one of the easiest ways in, and it is the mechanism every post-breach action runs on. Getting 
identity right is what determines whether an intrusion is contained or catastrophic.

THESIS
AI has not invented new security 
problems but eliminated friction 
that hid existing issues.

Every organization now has a 
narrower window to get the 
basics right across exposure, 
containment, identity, detection, 
and governance.

The cost of doing that work is 
real. The cost of deferring it is 
now considerably larger than it 
was last month.

A SHIFT IN THE ATTACKER’S ECONOMICS
When Anthropic introduced Claude Mythos Preview on April 7, 2026, the security industry split 
into two reactions. One camp said the sky was falling: AI can now autonomously find and exploit 
vulnerabilities, with defenders unable to keep pace. The other said to calm down: context still 
favors the defender, and the headlines are marketing.

However, both reactions miss the point. The question is what the attacker’s economics look like 
now, not whether they are breaking through more often. The time, effort, and skill required to 
move from reconnaissance to working exploit — and from foothold to full compromise — have 
collapsed. That is a structural change that exposes every operational weakness most enterprises 
have tolerated for years.

Anthropic’s new model can autonomously discover zero-day vulnerabilities across every major 
operating system and web browser, including flaws that have survived decades of human review. 
Within a week, OpenAI released GPT-5.4-Cyber; the US Treasury convened the major banks; 
Claude Opus 4.7 followed; and the NSA was reportedly already using Mythos directly. Similar tools 
will reach commodity scale within the next 12 to 18 months, meaning adversaries will have them too.
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The change that matters is time compression. The window between disclosure and 
working exploit has shrunk from weeks to hours. Likewise, the time between initial 

foothold and full compromise has reduced from days to hours. This compression puts 
identity, the mechanism driving every post-breach action, at the center of the response.

WHAT CHANGES FOR ORGANIZATIONS
Patching alone is no longer a strategy.  

When disclosure and working exploit are separated by hours, every day of delay is  
exposure. Vulnerability operations, dependency management, and remediation workflows  
need detailed review.

Containment is the standard, not prevention.  

Every organization should plan on the assumption that an intrusion will occur and drive 
initiatives to minimize the blast radius.

Identity is both the front door and the last line of defense.  

Identity remains one of the easiest ways in as sophisticated adversaries combine vectors, often 
leveraging it. And once an attacker gains access, identity drives every action that follows. 
A new generation of exploits amplifies the identity problem instead of replacing it. Getting 
identity right reduces the likelihood of a breach and its potential damage.

Third-party risk management is no longer a procurement exercise.  

Every SaaS platform, including AI tooling, expands the attack surface through OAuth grants, 
service principals, data flows, and model access. Safe adoption of AI requires proper vendor 
due diligence, scoped permissions, tenant-level restrictions, and continuous monitoring of 
third-party access.

Security operations must absorb model-augmented workflows.  

Alert volume and adversary speed will exceed manual triage capacity. Automation,  
proactive hunting, and rehearsed incident response with AI designed into the playbook 
become table stakes.

Governance moves from compliance to capability.  

Clear answers on how AI is used, what data it sees, and what decisions remain human-led 
become a competitive advantage and a regulatory expectation.

The organizations that navigate this well will not be the ones that bought the right product. They 
will be the ones that moved with intent, built controls that actually work in practice, and made sure 
ownership sat at the executive level.
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FIVE DISCIPLINES WITH IDENTITY AT THE CENTER
The shift is easiest to see in one picture. Four disciplines move up the priority list: operational 
velocity, blast radius, defender velocity, and governance. Identity sits at the center as the layer that 
determines whether the others hold.

The diagram maps directly onto the attacker’s workflow in a Mythos-era compromise:

AI-assisted attackers compress the window from disclosure to exploit, making operational 
velocity a priority.  

After initial access, they move faster than legacy playbooks assume, so reducing blast radius is 
more critical than ever.  

They generate alert volumes beyond human triage, requiring automation to scale defender 
velocity rather than adding headcount.  

Their use of these tools increases board and regulatory scrutiny, pushing governance earlier in 
the security lifecycle.

Across this workflow, the attacker is operating on identity. The initial vulnerability is often 
incidental; the identity access gained determines blast radius, detectability, and ultimate impact. 
This is why identity is the central discipline determining how effective the other four will be.

Operational Velocity

TODAY

WHAT MYTHOS DEMANDS

Patch cycles measured in weeks. Exposure 
management run as a periodic exercise. 
Vulnerability data scattered across tools.

Continuous exposure management.  
Patch orchestration across cloud, on-prem 
and SaaS. Disclosure-to-deploy measured 
in days. 

Blast Radius

TODAY

WHAT MYTHOS DEMANDS

Flat network segments. Broad default 
access. Once inside, an intruder moves 
laterally with relative ease. 

Zero Trust, microsegmentation, just-in-time 
access. Shift from keeping attackers out to 
making intrusion survivable. 

Defender Velocity

TODAY

WHAT MYTHOS DEMANDS

Manual triage. Alert queues grow faster 
than teams. IR retainers sized for a  
slower era. 

Automated triage, proactive threat hunting, 
rehearsed IR with AI assistance designed 
into the playbook — not bolted on. 

Governance

TODAY

WHAT MYTHOS DEMANDS

Security governance treated as a 
compliance artifact. AI questions handled 
ad hoc. 

Clear guardrails for AI in security workflows 
— data handling, model access, human 
oversight, logging, and accountability. 

AT THE CENTER

Identity Resilience

THE FIVE DISCIPLINES OF IDENTITY

What an attacker does after the breach  
runs on identity
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Access control

Authentication & authorization

Privileged access

Non-human identities

Identity threat detection

Continuous, risk-adaptive, re-scored  
every action

Ephemeral credentials, rapid revocation,  
auto-rotation

Discovery, lifecycle, PAM for machines 
and agents

Purpose-built ITDR, tightly coupled 
with the SOC

Least privilege, fine-grained entitlements,  
JIT access
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WHERE SDG STANDS ON THIS
We have spent three decades building security and identity programs for complex, regulated 
enterprises. We know what operational debt looks like — standing privilege, flat network segments, 
patch cycles that slip, ungoverned service accounts, third-party integrations nobody owns — and 
what it takes to reduce it. While the Mythos moment does not change the fundamentals of that 
work, it does raise the cost of delays.

Organizations will be best positioned for the next five years by improving their operational 
foundations, starting with identity and extending outward across the other four disciplines. 

The immediate priority is to reset operating assumptions, tighten control points, and prepare 
the operating model for sustained pressure. A focused executive briefing to establish a shared 
definition of urgency and align on a 90-day roadmap is the starting point. Security programs that 
move on this now will be in a materially stronger position heading into the back half of the year.

FOR THE CISO
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